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AI Security Concerns

Data leakage from unapproved AI usage
Phishing and deepfake risks
AI model poisoning and manipulation
Shadow AI tools bypassing IT governance





Traditional IT Security Cyber Resilience
Firewalls
User Directory/AD
Antivirus/EDR
Passive monitoring
Patching 
Backups
Dark Web Monitoring

Proactive 
AI-enhanced
Real Time Detection
Instant Response 
Rapid Recovery

THE SECURITY GAP
Rapidly evolving AI-driven cybercrime that outpaces legacy defenses



AI: The New Weapon in Cybercrime

-Phishing attacks have seen a 1,265% increase since the 
introduction of ChatGPT.

- AI has lowered barriers for cybercriminals, enabling 
those with limited coding skills to create malware or 
conduct phishing attacks.

- AI-driven attacks can now occur at a scale and speed 
beyond human capabilities, increasing the overall volume 
of cyber threats.

Source: www.crn.com



CRIMINALS ‘JAILBREAK’ CHATGPT 
TO REMOVE CENSORSHIP LIMITATIONS



WormGPT: 
AI-Powered Cybercrime



Key Privacy & Security Differences

Feature ChatGPT (OpenAI, U.S.) DeepSeek (China)

Usage Model Cloud-based (use-based) Open-source (self-hosted or 
cloud)

Data Control OpenAI controls data Users control data (if self-
hosted)

Privacy Risks OpenAI stores limited data, 
but still a centralized model

China’s data laws could pose 
risks if using hosted versions

Security Concerns
U.S. regulations apply; 
enterprise versions have 
better security

If hosted in China, data may 
be accessible to authorities



As AI-powered threats become more accessible and 
sophisticated, how can businesses adapt their cybersecurity 

strategies to stay ahead—will traditional defenses be 
enough, or do we need a fundamental shift in how we 

approach cyber defense?



NIST CYBERSECURITY FRAMEWORK 
I D E N T I F Y R E C O V E RP R O T E C T R E S P O N DD E T E C T

AI RISK MANAGEMENT FRAMEWORK (AI RMF 1.0) 



NIST CYBERSECURITY FRAMEWORK 
I D E N T I F Y R E C O V E RP R O T E C T R E S P O N DD E T E C T

IT Documentation
Asset Management
Risk Assessment
Vendor Risk Management
Data Classification
Regulatory Compliance

Multi-Factor Authentication
Employee Security Training
Data Encryption
Firewall & Endpoint Protection
Patch Management
Access Controls
Secure Remote Access
Email Security
Device Hardening

Dark Web Monitoring
Endpoint Detection
SIEM & Log Monitoring 
Threat Intelligence Feeds
24/7 Network Monitoring
Intrusion Detection 
User Behavior Analytics
Automated Security Alerts

Incident Response Plan

Threat Containment

Forensic Investigation

Breach Communication

Security Patching & Mitigation
Legal & Compliance Actions

Public Relations

Cyber Insurance Activation 

Disaster Recovery Plan

Backups & Data Restoration

System Rebuilding & Hardening

Incident Review & Lessons Learned

Security Posture Improvements
Communication with Stakeholders

Testing & Drills





Built into Microsoft 365 – Works directly in Word, Excel, 
Outlook, and Teams.

Enterprise security – Keeps data within Microsoft’s 
trusted ecosystem.

Instant productivity boost – Automates tasks and saves 
employees time.

MOST ORGANIZATIONS WILL ADOPT COPILOT



Training & Awareness
Train staff on what not to do with AI
Use simple do/don’t guidelines
Encourage a culture of ‘trust but verify’
Executive buy-in is critical



Key Takeaways

BALANCE INNOVATION 
WITH CAUTION

USE NIST AND ISO 
STANDARDS

PROTECT AI DATA AND 
ACCESS

TRAIN EMPLOYEES 
AND ENGAGE 
LEADERSHIP

TRUST, BUT VERIFY AI 
DECISIONS



A BUSINESS
PARTNERSHIP
WITH INTEGRITY


